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BSD Sockets

* BSD (Berkeleg Software Distribution) is a
UNIX like OS clevelopecl bg Bér’kéleﬂ

& ni\/ersitg since 1977

t introduced Sockets (version 4.3 de BSD -
98%)

o Sockets are now in every QOS




BSD Sockets

o A socketis an abstract object that represents

the end~|:>oints of a communication channel

he socket term comes from an electricitg b

none 5oc|<et metal:)hor

Application

Socket API /\ ﬁ)
[ |

ComPuter
Network




BSD Sockets

o Sockets are also an AP for:

* Manipulating data related to communication
(source and destination aclclresses, Port

numbers...)

Creatinga communication channel (hc it is needed)

Sencling and receiving aPPlication level PDU

(Protocol data units)

Contro”ing and customizing communication




BSD Sockets

o BSD sockets allow both

& Process to process communications
(AF UNIX domain - not available with Java

or on Windows e.g.)

o Networked communications

* using TCP/IP (AF INET domain)

+ orother Protocol suites (e.g. ATM)




BSD Sockets

o Sockets can be an abstraction related to
o The network
o for TCP/IP a socket is a quintuplet: local IP @,

ocal Port, remote |IP @, remote Port, transport
Srotocol (TCP or UDP)

* Computer Programming

o asocketcan be manipulated like a file

descriptor (similarlg to FIFOs and Pipes)




Transl:)ort Protocols

* Using the AF INET domain you can communicate

» with virtual channels (STREAM)
* uses TCP connections

o with independent messages (DGRAM)
* uses UDF &atagrams

o allows for Point to Point or multipoint deliverg
(broadcast / multicast)




Transl:)ort Protocols

s e S numbers

 Onone coml:)uter you can have several
applications that use the network at the same
time
Problem: how can we iclenth(y with which

application we want to talk

Solution: each application is identified bg 5

uniclue id (unique fora Computer and for a
Protocob called a port number (16 bits integer ~
65535 ditferent Ports - Ois not used)




Transl:)ort Protocols

o Several tg[:)es of Port numbers

* SQStem or well known Ports (6252015 reserved

(example 80 - web servers)

¢ (seror registcrecl Ports 1024=49152) = reserved to
speciﬁc applications (|i|<e the first ones) registerecl with
IANA (Internet Assignecl Numbers Authoritg ~
WWW.iana.org) (example 26000 - Quake)

Private or cignamic Ports (others) - used bg
unregisterecl applications and TCP clients



http://www.iana.org
http://www.iana.org

IP: Internet Protocol

) Manages

* Aci&ressing (JP @) and routing in the Internet

* Fragmentation in order to aclapt to the low-level

network Protocols maximum PDU size (MTU)

o Attention: this increases loss Probabilit9 (i{: 5

Fragment is lost, the whole clatagram is lost)

TTL: maximum number of routers that the clatagram

Can cross




STREAM / TCP Sockets

* Manages:
+ abidirectional bgte stream which is
s Reliable (no loss, no cluplication) and ordered

o  “Virtual connection” between both applications (we

can detect connection failures)

m—

o The most used Protoc:ol toclag (mail, web, FtP...)

+ Needtocode? Phases: connection, dia ogue, dis-

connection




DGRAM / UDP Sockets

) Manages:
g ] nclepenclent message transfers using CIPR clatagrams
* Non reliable ancl non orclerecl: best egort

o Fasterthan TCP

* Most|9 used bg multimedia aPPlications (audio,
video, games) and for LAN onlg aPPlications

o Send/receive messages with a socket




DGRAM / UDP Sockets

s Adva ntagcs

* Simpler Protocol (ho virtual connections, no reliability

management} and therefore less CPU hungrg

Faster Protocol (no or&er managemcnt ancl congestion

avoiclance): messages are sent clirectlg (no need to wait

when the recel:)tion window is Fu“) and delivered clirectly

to the application (no reorclering




DGRAM / UDP Sockets

Aclvantages
OSes limit the number of simultaneous TCP connections

UDP hasn’t this Problem because a UDP socket can
send/receive to/from several destinations. It is
therefore more acJaPtecJ to Iarge scale aPPIications (PR

for example)

Moreover you can broadcast/multicast with UDP (not
with TCP)




DGRAM / UDP Sockets

Disaclvantages

Sccuritg Problem: a UDP socket can receive data from

any comPutcr/ aPPIica*:ion

Therelcore, most firewalls are Conﬁgurecl to block
incoming UDP trathic




TCP and the client/server r

!
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l Success




Ct"ea-te + Eincl the listening

socket BIP @

|istening S.
local@e=BIP@or ANy
Local Port =B Por’t
Remote @ = Any
Remote Por’t =0

Protocol —i g =
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Create + bind client socket |
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Connechtion request
AlP @ BIP@
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Connechtion Acceptation
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Communication
AP @
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Java: TCF Server

| 0 java.net.ServerSocket class

listeni ng sockets

most used constructor a”ows to chose the

port (or O for OS automatic Port)

Other constructors exist that Ie’c you
choose the local IP @ and/or the size of the

listening queue (see thejava doc for the

java.net Package)




Java: TCF Server

import java.net.ServerSocket;
import java.net.Socket;

import java.io.IOException;
import java.io.DatalnputStream;
import java.io.DataOutputStream;

ServerSocket listeningSock; // ServerSocket declaration

// constructs a server socket and chose a port number
try {

listeningSock = new ServerSocket(13214);

)
catch(IOException ioe) {

System.out.println("Server socket creation error: " + ioe.getMessage());
return;




Java: TCF Server

* accep’t metho&

o Waits for a connection rec]uest

o Whenwe accept a request, it

creates a service socket (Socket

class instance)

B Socket is the tHPC used for service anc

client sockets




Java: TCF Server

Socket serviceSock; // service socket declaration

// We call accept on the listening socket to wait for connection requests
// when a conn. request is received a new Socket object is created
// this object manages connection with the client which sent the request

while(true) {

try {
serviceSock = listeningSock.accept();
}

catch(IOException ioe) {
System.out.println("'Accept error: " + ioe.getMessage());

break;
}

/* ... Manage connection with the client ... */

h




Java: TCF Server

* Usesjava inl:)ut/ output classes (Java.io

Package)

o Methods : getOutPutStream and
getlnputStream of Socket

o Return basic binarg /O streams that

we wil

comp

l:)e able to encapsulate IN more

ex streams (BufferedReader,

BufferedWriter, DatalnputStream,
DataOutPutStream,

Obiect! nPutStream,
=,

O D'ectOutPutStream e
,




Java: TCF Server

try{
// Creates a data input stream that will work on the socket basic input stream

DatalnputStream iStream = new DatalnputStream(serviceSock.getInputStream());

// Reads a string an an integer. Those are received from the client.
String helloString = iStream.readUTF();
int three = iStream.readInt();

h
catch(IOException ioe) {

System.out.println("'Socket read error: " + ioe.getMessage());

5




Java: TCFP Serv

try{
// Creates a data output stream which will work on the socket’s basic output stream

DataOutputStream oStream = new DataOutputStream(
serviceSock.getOutputStream());

// Writes a string and a float. The socket sends them to the client.
oStream.writeUTF("Hello!");
oStream.writeFloat(3.141);

)

catch(IOException ioe) {
System.out.println("Socket write error: " + ioe.getMessage());

)




Java: TCFP Serv

o close method of Socket and

ServerSocket

o code: sock.close() + try o catch

[ OExcePtion




Java : TCP Client

o Socket class

* (Jse one of the constructors

]

o FEach create the socket, !

!

binds it and sends the

connection request to the

SERNEL l Success

o The most used one allows to

give the name of the

computer (or its IP @) and

___the application port



Java : TCP Client

import java.net.Socket;

import java.io.IOException;
import java.io.DatalnputStream;
import java.io.DataOutputStream;

Socket sock; /l Client socket declaration

// Creates a socket and give the computer name and port for the server
try {

sock = new Socket('"'marine.edu.ups-tlse.fr', 13214);

// another solution:

// sock = new Socket(''10.5.4.1", 13214);

§
catch(IOException ioe) {

System.out.println("'Connection creation error: "
+ 1oe.getMessage());
return;




Sendi ng/ receiving with UDP
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Communication
@IP A
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Sendi ng/ receiving with UDP

> DatagramSocket class

o Creates a UDP socket and binds it
to alocal port (and IP @)

* (Constructors:

o default constructor (OS

choses the Port)

f'

choice ot port

choice of BidIE and local IP

address (if the computer has

several IP addresses)

B, e




Sencling/ receiving with UDP

import java.net.DatagramSocket;
import java.io.IOException;

import java.io.ByteArraylnputStream;
import java.io.ByteArrayOutputStream;
import java.io.DatalnputStream;
import java.io.DataOutputStream;

DatagramSocket sock; // Datagram socket declaration

try {
sock = new DatagramSocket(13214); // Binds to UDP 13214 port
h

catch(IOException ioe) {
System.out.println('"'Socket creation error: " + ioe.getMessage());
return;

)




Scncling/ receiving with UDP

+ InetAddress class

) J Manages IP r4 and ré addresses

(using two derived classes
Inet4Address and lnetéAdclress}

* 3static methods :

*  |netAddress gethName(String s) :

name resolving or IP address Parsing

InetAddress getLocalHostO Nocal 1P

8ClCl eSS

InetAddress[] getA”Bg Name (Strin g

name) : giVCS a” aclclresses associatecl

to a name

B, e




Sencling/ receiving with UDP

2 J DatagramPacket class

> Manages a e clatagram that will be sent

or received

& S lmaln GoRStHe O

* Sending: 4 parameters (data, |ength,
IP@, Port)

Receiving: 2 parameters (bufter,
length of bufter)

s  Several get/ set Methods for : clata, leng‘tl’l
(of actua”g received clata), remote IP @ and
port, local IP @ and port (+ and offset)

+ Methods send /receive of DatagramSocket

B, e




Sencling with UDP

try{

)

/[ Prepare IP @ and port

InetAddress destAddr = InetAddress.getByName(''10.25.43.9");

int destPort = 13214;

// You can use a ByteArrayOutputStream to format data

ByteArrayOutputStream boStream = new ByteArrayQutputStream();

DataOutputStream oStream = new DataOutputStream(boStream);

oStream.writeUTF("Hello!"); // Write some data on the stream

oStream.writelnt(3);

byte[] dataBytes = boStream.getByteArray(); // Convert the stream as a byte array

DatagramPacket dgram = // Create a DatagramPacket
new DatagramPacket(dataBytes, dataBytes.length, destAddr, destPort)

sock.send(dgram);

catch(IOException ioe) {

)

System.out.println(""'Socket send error: " + ioe.getMessage());




Recev ng, with UDP

try{
// Build structures to hold incoming information

byte[] buffer = new byte[255];
DatagramPacket dgram = new DatagramPacket(buftfer, buffer.length);

// Receive the incoming datagram
sock.receive(dgram); // Sender information available in
// dgram.getAddress() and dgram.getPort()

// Unpack the Datagram
ByteArraylnputStream biStream = new ByteArrayOutputStream();
DatalnputStream iStream = new DatalnputStream(biStream);
String helloString = iStream.readUTF();
int three = iStream.readInt();

§

catch(IOException ioe) {
System.out.println('"'Socket receive error: " + ioe.getMessage());

§




CAE 5 Broadcasting

+ Almost identical to UDP/IP unicast

¢ DBut you must use a broa&cast aclclress as the
destination address of the Aatagram.

InetAddress destAddr = InetAddress.getByName(*“255.255.255.255”)

+ Note: clatagram sockets can receive bo’th unicast

and broaclcast clatagrams




UDP Multicasting

+ Inorder to multicast you should:

o Use the MulticastSocket instead of the
DatagramSocket class (MS extends DS)

o Give a multicast IP address as the destination

address of your datagram

* Example (IPr4 address) 225.0.0.1

InetAddress destAddr = InetAddress.getByName(*“225.0.0.1”)

+ You can also choose the TTL to limit the

multicast outreach

sock.setTimeToLive(1);
// then you send your datagram as before
sock.send(dgram);_ ~




UDP multicast reception

o |norderto receive you must subscribe to the IP
multicast address like this:

sock.joinGroup(InetAddress.getByName(*“225.0.0.17));

+ You can UﬂSU]DSCFibC |ater on USiﬂgz

sock.leaveGroup(InetAddress.getByName(*225.0.0.1”));




Conclusion
* Network Programming with sockets is easy

+ But beware of asgnchronism
> Receiving 1S alwags a blocking call

+ For TCP waiting for a connection and

even sometimes sencling are blocking

ca”s

* Your solutions: threads or NIO select

oPerations




